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Abstract

We describe methods for testing whether a polynomial is primitive or irreducible using a Mathematica script.
The straightforward test to determine whether a polynomial f(x) is primitive over GF(p) by checking if x isa
generator of the field GF(p") is exponentially slow. We show a much faster test, due to Alanen and Knuth

based on factoring %.

1. Preliminaries

First we have to set up a series of helper functions. Let'stry them out in GF(5%), using the primitive
polynomial,

ns26)= P=5; Nn=4; f =x*+x*+2x+3;

The number of elementsin the field, which is the total number of polynomialsis
in[527]:=  Nunber O Pol ynoni al s[p, n] : = p"
in[528]:= Number O Pol ynomni al s [p, n]
out[528]= = 625

The number of distinct primitive polynomialsis ¢($)

Eul er Phi [p" -1]
n

in[529;:= NurmberOfPrimtivePolynomals[p_, n_] :=



PrimitivePolynomialSearchExample.nb 2

in[530]:=  Number O Pri m tivePol ynom al s[p, n]

out[530]=

n . .
The number of polynomialswith linear factorsiszi _or"" (-1)' ( |p )

in[531]:=  Number O Pol ynomi al sWt hLi near Factors[p_, n_] := p"~ (-1)" Binonial [p, i]

s

i
o

in[5321:=  Nunmber O Pol ynom al sW t hLi near Fact ors[p, n]

out[532]=

The probabilities of arandom polynomial having no linear factors, and being primitive are,

in[533:= {1 - Nunber & Pol ynoni al sWt hLi near Fact ors [p, n] / Nunber O Pol ynom al s [p, n],
Nurmber Of Primi ti vePol ynom al s[p, n] / Nunber O Pol ynom al s[p, n1} // N

out[533]=

Isaaprimitiveroot of p, i.e. does a generate the multiplicative group GF(p)?
in[534]:= IsPrimtiveRoot[a_, p_1 :=

If[MltiplicativeOder[a, p] = p-1,
isPrimtiveRoot = True, isPrimtiveRoot = Fal se];

in[535]:= | SPrimtiveRoot [4, p]

Out[535]=

ins36]= Tabl e [Mod [4%, p], {k, 1, p-1}]

Out[536]=

in[537]:= | sPrimtiveRoot [3, p]

Out[537]=
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ins3g]= Tabl e[Mod[3%, p], {k, 1, p-1}]

Out[538]=

Extract a polynomial's constant term,

in[539]:= Const ant Ter nOf Pol ynomi al [f _] :=CoefficientList[f, x][[1]];

in[540]:= Const ant Ter nOf Pol ynomi al [f ]

Out[540]=

Test if apolynomial is constant,

in[541]:= Pol ynomi al | sConst ant [f _] :=1f [Exponent [f, x] == 0, True, Fal se]

in[542]:= Pol ynomi al | sConst ant [3]

out[542]=

Evauate apolynomial at {0,...,p-1} to check if it has any zeros over GF(p),

in[543]:= Pol ynomi al HasLi near Factor [f _, p_]:=
Menber Q[ Tabl e[Mod[f, p] /. Xx>i, {i, 0, p-1}], O]

ins44]= Pol ynomi al HasLi near Fact or [x* + 2, p]

out[544]=

in[545:= Pol ynomi al HasLi near Fact or [X + 2, p]

out[545]=

EvauaexPk (mod f (x), p), 0 sks<n-1

in[546]:= Power sOF XMbdFP[f _, p_, n_] : =
Tabl e[ Pol ynomi al Mod[ xP*, {f, p}], {k, 0, n-1}]

in[547]:= Power sOF XMbdFP[f, p, n]

out[547]=
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Form the Q matrix from the rows of coefficients of the powers
xPK (mod f (x), p), 0 <sksn-1

in[548):= PadRi ght Rows [L_, n_] : = Map[ Function[ x, PadRight [x, n]], L]

in[549]:= PadRi ght Rows[{{1}, {0, 0, 1}, {1, O, 13}, {1}}, n]

Out[549]=

in[s501:= Qvatrix[f_, p_, n_1 :=
PadRi ght Rows [Coef fi ci ent Li st [ Power sOf XModFP[f, p, n], x 1, n]

in[s51):=  Qwvatrix[f, p, n] // MatrixForm
Out[551])//MatrixForm=

in[s52:= Q Matrix[f_, p_, n_] := Mod[QVatrix[f, p, n] -ldentityMatrix[n], p]

nEs3= Q@ =Q Matrix([f, p, nl

Out[553]=

Determine the left nullspace of Q-I and its nullity.

in[554]:= LeftNul |l space[Q _, p_1 := Null Space[ Transpose[ Q ], Modul us -» p]

in[555]:= Left Nul | space[Q, p]

Out[555]=

ini56:= LeftNullity[Q _, p_1 :=Length[LeftNullspace[Q, p]]

ins57)=  LeftNullity[Q, p]

out[557]=

If polynomial f(x) = u(x)¢, for irreducible polynomial u(x), then GCD( %, f) = GCD( e u(x)®1u'(x),u(x)®) =

u(x) 1forirreducible u(x) whenever e 2, and 1 otherwise.
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in[ssgl:= | rreduci bl eFact or Exponent [f _, p_] : = Pol ynoni al GCD[f,

Our example polynomial f(x) isirreducible, so its exponent = 1.
in[ss9]:= | rreduci bl eFact or Exponent [f, p]

out[559]= | 1

9y f, Modul us » p]

2. Fast Algorithm for Finding a Primitive Polynomial

Here's areasonably fast method for testing a polynomial modulo p for primitivity.

infs60:= IsPrimtive[f_, p_, n_] := Mdul e[

{r, factors, isPrimtiveRoot = Fal se, a0, a},

Catch[
Print ["Testing polynomal ", f,
" factored into irreducibles = ", Factor [f, Mddul us - p] ] ;

(+ Factor r into primes. x)

pt-1
r = y
p-1
factors = Fact or | nt eger [r];
Print["r =", r, " nunber of distinct prine factors = ",
Length[factors ], " factors to powers =", factors ];
(+x Check if (-1)"agy is a primitive root of p,
where ag is the constant term of f(x). x)
a0 = Const ant Ter nTX Pol ynomi al [f];
Print ["a0 = ", a0];
If [ I'sPrimtiveRoot [(-1)"a0, p],
Print [">>>Const coeff a0 passes primtive root test" ],

Throw["Not primitive"]];

(x Check that f(x) has no linear factors. )

| f [ Pol ynom al HasLi near Fact or [f, p],
Returnfi,
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Print [">>>No |inear factors" ]
1

(* Check that f(x) is irreducible or a power of an irreducible. %)
Print ["Powers of x in Qnmatrix rows =", PowersCOf XModFP[f, p, nl1;

Q =Q wmtrix[f, p, nl;

Print["Q -1 =", @ //MtrixForm;
null = LeftNullity[Q, pl;
Print["Nullity =", null 1;

If[null < 1,

Print[">>>One (possibly repeated) distinct irreducible factor" ],
Throw["Not primtive"] ];

I f [Irreduci bl eFact or Exponent [f, p] = 1,
Print [">>>Pol ynomi al is irreducible"],
Throw["Not primtive"]];

(x Check that x' (rmd f(x), p) = a is an integer. x)
a = Pol ynomi al Mod[x", {f, p}];
| f [ Pol ynoni al | sConst ant [a],
Print [">>>Pass test for x" = a = integer ", a], Return[l];
(+ Check if a=(-1)"ag (mod p) =)

If[Md[ (-1)"a0- a, p] = 0,

Print [">>>Const coeff test passes"], Return[]];

(+ Check x™¢integer (mod f(x),p) for me{#},

but skip the test for m :p; if p; | (p-1) %)

nunPri meFactors = Length[factors ] ;

For[i =1, i < nunPrineFactors, ++i,
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prime = factors[[i J1[[1]11];

r
m = - ]
prine

If[ Md[p-1, prine] = 0,
Print["Skipping test for m= ",
m " since p; =", prine, " | p-1 =", p-11,

Print[">>>Testing m=", m " prime factor =", prinme];
a = Pol ynomi al Mod [x™, {f, p}];
| f [ Pol ynomi al | sConst ant [a],
Print["Failed the test: ", a, " is an integer"];
Throw["Not primtive"],
Print [">>>Pass test for x™ = a = ",
", oprine];

a, " #integer for m=", m " pj

]
]

]

Print [">>>Polynonmial is primtive." 1;

]
)

Infs61]:= I sPrimtivef[f, p, n]

Testing polynomial 3+2x+x2+x*
factored into irreducibles = 3+2x +x2 +x*

r = 156 nunber of distinct prinme factors =
3 factors to powers = {{2, 2}, {3, 1}, {13, 1}}

a0 = 3
>>>Const coeff a0 passes primtive root test

>>>No |inear factors
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Powers of x in Qmatrix rows =
{1, 2x+3x%+4x3 3+4x%+x% 4x+4x*+3x%}

o w oo
A O P, O
A W WO
NP MO

Nullity = 1

>>>0One (possi bly repeated) distinct irreducible factor

>>>Pol ynom al is irreducible

>>>Pass test for x' = a = integer 3

>>>Const coeff test passes

Skipping test for m= 78 since pj = 2 | p-1 =4

>>>Testing m = 52 prinme factor = 3

>>>Pass test for x™ = a = 4x+x?+2x® # integer for m= 52 p; = 3

>>>Testing m= 12 prime factor = 13

>>>Pass test for x" = a = 3+4x+2x?>+4x° # integer for m= 12 p; = 13

>>>Polynonmial is primtive.

3. Slow Algorithm for Finding a Primitive Polynomial

The exponentially slow (brute force) method isto try x¥ (mod f(x), p) and check we don't get 1 until k = p"-1.

Here are the first few powers,
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ins62)= Tabl e[ Pol ynoni al Mod[x*, {f, p}], {k, 1, 10}]

Out[562]= {x, X2, X3, 2+3x+4x%x%, 2x+3x%2+4x3 3+2x+3x%+3x5,
1+2X+4x2+3%x3, 1+4%x24+4x53 3+3x+x%2+4x5, 3+4X2+X3}

Scan through all the powers, and make sure 1 isthe last onel

infs63:= IsPrimtiveSlow[f_, p_, n_] :=
Modul e[ {al | Powers},
al | Pover s = Tabl e[ Pol ynomi al I\/bd[x", {f, py], {k, 1, p"-1}];
For[k =1, k = p"-1, ++k,
If[allPowers[[k]] = 1,
If[k <p"-1,

Print[">>>Ponnom’aI is NOT prinmitive xk=1 for k = ", k]; Return[],
Print[">>>Polynonial is prinmitivet" 1]]]]
In[s64]:= | sPrimtiveSl ow[f, p, n]

>>>Polynonial is primtive!



